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1
Decision/action requested

SA3 is kindly asked to appove the testcase below to be included in TS 33.517.
2
References

 [1]
3GPP TS 33.517 5G Security Assurance Specification (SCAS) for the Security Edge Protection Proxy (SEPP) network product class
3
Rationale

In order to correctly apply ALS protection to N32-f messages, a SEPP is required to handle different kinds of raw public keys/certifiactes. On the one hand, there’s the cryptographic material that is used to authenticate peer SEPPs during N32-c connection establishment. On the other hand, there’s keys/certificates that IPX-provider message modifications are authenticated with. The testcase for TS 33.517 [1] below ensures that these two are kept strictly separate by the SEPP under test.
4
Detailed proposal

4.2.2.x 
Correct handling of cryptographic material of peer SEPPs and IPX providers
Requirement Name: Correct handling of cryptographic material of peer SEPPs and IPX providers
Requirement Reference: TBA 

Requirement Description: 
“The SEPP shall be able to clearly differentiate between certificates used for authentication of peer SEPPs and certificates used for authentication of intermediates performing message modifications.”

as specified in TS 33.501, clause 5.9.3.2

Threat References: TBA

Security Objective References: TBA

Test Case: 

Purpose:

Verify that the SEPP under test does not accept raw public keys/certificates by intermediate IPX-providers for N32-c TLS connection establishment. The opposite is to be ensured as well: The SEPP under test shall not accept N32-f JSON patches signed with raw public keys/certificates of peer SEPPs.
Pre-Conditions:

-
System documentation of the SEPP under test, which details how raw public keys/certificates of peer SEPPs are to be configured and how internal log files can be accessed.



-
A second SEPP instance for N32 communication with the SEPP under test, which allows for the creation of custom N32-f messages. This system may be simulated. 

-
Both SEPPs are to be configured with a raw public key/certficate of their communication peer to be able to establish a N32-c connection. 
-
Test environment with one node simuliating an IPX-provider. This functionality includes parsing N32-f messages, creation of JSON-patches for message modifications and JWS operations, among others.

-
Two public/private key pairs representing IPX-providers. These cryptographic keys must be different from those of the two SEPPs.
Execution Steps

1.1
Both SEPPs are configured for N32-f communication via the simulated IPX-system.

1.2
Both SEPPs establish a N32 connection with each other. The secondary SEPP provides the IPX-provider’s public key/certificate to the SEPP under test as part of the IPX security information list via N32-c.
1.3
While the N32 connection from the previous step is still active, the tester attempts to establish an additional N32-c TLS connection using the IPX-providers private key.
1.4
Based on the internal log files, the tester validates how the SEPP under test handles the N32-c connection attempt.
2.1
Both SEPPs are configured for N32-f communication via the simulated IPX-system.

2.2
Both SEPPs establish a N32-c connection with each other. The secondary SEPP provides the IPX-provider’s public key/certificate to the SEPP under test as part of the IPX security information list via N32-c.

2.3
The tester sends a N32-f message from the secondary SEPP via the IPX-system towards the SEPP under test.
2.4
The intermediate IPX-system appends an arbitrary JSON-(NULL-)patch to the N32-f message and signs it not with its own private key, but the private key of the secondary SEPP. The modified message is then forwarded to the SEPP under test.
2.5
Based on the internal log files, the tester validates how the received N32-f message is handled by the SEPP under test.
Expected Results:

-
The N32-c TLS connection establishment using the cryptographic material of the intermediate IPX-system fails with the SEPP to be tested (step 1.4).
-
The JSON patch signed with the peer SEPP’s private key is discarded by the SEPP under test (step 2.5).
